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Abstract

In the evolving landscape of smart grid
technology, the need for robust, efficient, and
scalable security solutions is paramount. This
paper presents a lightweight cryptographic
scheme based on the Nth Degree Truncated
Polynomial Ring (NTRU) designed to enhance
security and privacy in smart grid applications.
Unlike traditional cryptographic methods that
may be computationally intensive and resource-
consuming, our proposed NTRU-based scheme
offers a quantum-resistant solution with minimal
overhead, making it ideal for deployment in
resource-constrained environments such as smart
meters and distributed sensors. The scheme
provides strong protection against various cyber
threats, ensuring data confidentiality, integrity
and authenticity while maintaining high
operational efficiency. Through comprehensive
analysis and comparison with existing schemes,
we demonstrate the effectiveness of our approach
in balancing security with the practical demands
of smart grid infrastructure. Our findings indicate
that the NTRU-based scheme not only meets the
stringent security requirements of smart grids but
also preserves user privacy, making it a viable

solution for  future-proofing smart grid
communications against emerging threats.
Keywords: AMR, smart grid; group

authentication, smart meter,
protocol security and privacy

communication,

1. Introduction

The transformation of traditional power grids into
smart grids (SGs) represents a pivotal shift in the
way electricity is generated, distributed, and

consumed. SGs leverage digital technologies and
advanced communication systems to create a
more efficient, reliable, and sustainable energy
infrastructure. These grids incorporate features
such as real-time monitoring, automated control
systems, and Advanced Metering Infrastructure
(AMI), which collectively enable better
management of electricity demand, improved
integration of renewable energy sources, and
enhanced grid resilience. A typical SG
architecture is shown in Figure 1.

However, the integration of these sophisticated
technologies introduces a range of security threats
that must be addressed for effective secure
operation of SGs. The data collected by SGs
including precise information about consumers'
electricity usage patterns can reveal sensitive
personal information. This raises significant
privacy concerns, as unauthorised access or
misuse of this data could compromise consumer
privacy. In addition to privacy issues, SGs are
susceptible to various security threats. The
increased connectivity and reliance on digital
systems make them vulnerable to cyber-attacks
that could disrupt services, steal sensitive
information, or even cause physical damage to
infrastructure. Ensuring the integrity and
reliability of the grid is paramount to preventing
outages and maintaining continuous service.
Effective access control mechanisms are also
essential to ensure that only authorised personnel
and systems can interact with critical
infrastructure and data (Aweya & Al Sindi, 2013)
and (Lévesque & Tipper, 2016).
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Figure 1. A Typical Smart Grid

2. Time synchronisation in Smart Grids

The power grid's increasing reliance on high-
precision timing has made timing synchronisation
the foundation for a robust system. The current
voltage, angle of the phases, and power angle of a
power system are time-reliant, highlighting the
criticality of precise timing for stable and safe
power grid operation. Relay protection, remote
terminal units, energy management systems,
digital power technique online precision systems,
and wide area measurement systems all require
highly accurate and synchronised timing
information (Hasan et al., 2018). Global Position
System (GPS) timing synchronisation has already
been extensively used in various domains.
Security and privacy concerns in time
synchronisation such as signal jamming, spoofing
and denial-of-service attacks are security threats
on SG operations, grid stability and integrity
investigated. We also explore the implications of
compromised time synchronisation on SGs
components, such as AMI and grid control
systems (Moussa et al., 2016). and (Zhang, et al.,
2013). The diagram in Figure 2 illustrates a Man-
in-the-Middle (MITM) attack.
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Figure 2: MiTM attack.
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enhance the security are proposed. The
effectiveness and limitations of these solutions are
evaluated based on previous research identifying
research gaps and real-world implementations.
Additionally, alternative synchronisation sources,
redundancy strategies, and backup systems are
examined as means to mitigate the impact of
security breaches (Han et al., 2013).

Secondary power sources in region 1 & 2
(Small scale)
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By integrating Information Communication
Technology (ICT) technologies, a two-way
communication channel is established, allowing
for interactions between end users and utility
operators. This mutual interaction results in
enhanced operations and management of the SG
system. This is achieved through more efficient
real-time monitoring and control of electricity
generation, distribution, and consumption within
the system. The main objectives are as follows:

e Integration of Renewable Generation:
Incorporate renewable energy generated by
specific homes and isolated units into the
power grid.

e Real-time energy Monitoring: Real-time
monitoring of power consumption, effective
billing, and accurate measurements.

e Optimal Balancing of Demand and Energy
Consumption: Achieve optimal balance
between the demand for power and the energy
consumption by end users.

e [Effective Interaction between Utility and
End Customers: Interaction between utility
operators and end customers, enabling
seamless communication and collaboration.

e Security Measures: Guarding against and
mitigating malicious attacks and other
security threats to ensure the integrity and
safety of the SG.
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e Autonomy in Management: Provide a
certain degree of autonomy in management to
enhance the reliability of the SG operations.

e Maximising Efficiency: Efficiency of assets
used within the SG system, optimising
resource utilisation, and minimising wastage.

Duplex communication facilitates the utility
operator's ability to remotely acquire energy
consumption data from smart meters (SMs).
However, this capability raises concerns about
end-user privacy, as it may violate their privacy in
terms of their habits and activities (Behrendt &
Fodero, 2006; Zhao et al. 2018; Zhou et al. 2011).

3. Secure Time synchronisation

Secure time synchronisation is crucial for ensuring
accurate and reliable communication. Figure 4
shows how time can be compromised by spoofing.
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Figure 3: Time Synchronisation Spoofing.
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To enhance the security of time synchronisation,
the following measures can be taken:

e Encryption: Introduce encryption
mechanisms to protect the time
synchronisation signals transmitted between
GPS and ground stations. To prevents
tampering with the synchronised data.

e Authentication: Use secure authentication
protocols to protect the identity and integrity
of the time synchronisation process.

e Secure Time Transfer Protocols: Protocols
such as Network Time Protocol over Secure
Socket Layer or Transport Layer Security, to
establish encrypted and authenticated
channels for time synchronisation.

It is important to approach time synchronisation
security holistically, considering both technical and
physical security measures. The specific
implementation details will depend on the time
system and infrastructure in use (Ye, 2011) and
(Meloni & Atzori, 2017).

4. Cryptographic approach

Cryptographic methods, offers a potential solution
to address privacy threats in the SG. Numerous
studies have investigated these methods and
commonly classify them into three categories:

public key, symmetric key, and unkeyed
primitives.
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Figure 4: Classification of Cryptographic
Primitives

The taxonomy of cryptographic primitives is
illustrated in Figure 5. Within the category of
public key, asymmetric cryptography is employed,
which utilises both public keys. It is essential to
maintain the privacy of the private key while
securely distributing the public key through
protected channels. Symmetric key primitives,
also known as private key primitives, involve the
use of the one key by both parties, the sender and
receiver. This is why they are referred to as
symmetric key primitives or private key
cryptography, as the key used is symmetrical in
nature. Unkeyed primitives rely on hash functions
and random sequences.

A. Privacy preservation and cryptographic
approaches

To preserve privacy in SGs, techniques such as
data aggregation, anonymisation, and
perturbation are widely implemented. These
techniques are often combined with multi-party
computation or homomorphic ciphering and
deciphering to ensure total privacy preservation
while meeting security requirements.
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In multi-party computation-based approaches,
individual entities collaboratively generate
cryptographic operations using their private data
but not sharing content with other entities.
Homomorphic encryption-based techniques allow
mathematical operations on ciphered text,
enabling entities to execute computations except
for accessing the information contents.

Anonymisation techniques replace true entity
information with pseudonyms, making it difficult
to link an individual's real name to power usage-
related data. Hybrid methods, which blend more
than one primary techniques, result in even
stronger privacy preservation techniques. Time
perturbation techniques fall into this category.
Extensive research has been conducted on
privacy-preserving schemes in SG environments.
A lightweight security and privacy data
aggregation scheme utilising bilinear pairing and
one-time masking methods is proposed by
(Alharbi & Lin, 2012). This scheme conceals an
entity's identity while maintaining lightweight
aggregation. Several entities are involved,
including multiple Home Area Networks (HANS)
within the equivalent Building Area Network
(BAN), the BAN-Gateway, and Control Centre
(CC). The scheme comprises three phases:

a) At the initial stage, the CC calculates the
necessary bilinear and two hash functions. It
retains one key as the master private key and
distributes the other as the public key. The
HANSs and the BAN-Gateway register with
the CC and are given private keys to set up
static communication keys.

b) The data aggregation phase involves authentic
HANSs receiving time-stamped request data
from the BAN-Gateway.

c) Through the aggregation phase, specific
HANs aggregate energy consumption
messages and mask them using their assigned
static key and a one-time mask. The masked
messages are sent to the BAN-Gateway,
which performs verifications and validations
before securely sending the messages to the
CC. The CC verifies and authenticates the
received messages. This scheme effectively
prevents security vulnerabilities but may
present challenges in key management.

In the paper by Abdallah and Shen (2018), a
homomorphic scheme is proposed, where a
spanning tree protocol is shaped to secure
customer utilisation data. The collector serves as
the root node, and all communications between
nodes are encrypted. The aggregation route links
all the SMs in the designated area, with energy
consumption data being aggregated upward along
the tree structure. Intermediary SMs cannot read
the message contents, ensuring complete
confidentiality. However, this scheme lacks
proper message auditing, making data forgery
possible.

Similarly, the privacy and security preserving
aggregation Endpoint Protection Platform EPPA
scheme proposed by Lu et al. (2012) employs
homomorphic algorithm using identity-based
signatures. These keys are then shared non-
interactively among the entities involved. It is
important to note that this scheme generates new
session keys within the same session after each
timeout period. Table 1 provides a list of similar
schemes.

Table 1: Privacy preservation and cryptographic schemes

Endpoint Protection Platform (EPPA) scheme

Abdallah and Shen (2017); Gope and Sikdar (2018); Li
(2014); He et al. (2017)

Multi-party Computation-Based Schemes

Elgamal (1985); Huang et al. (2011); Melchor et al.
(2008); Thoma et al. (2013).

Anonymity Based Schemes

Efthymiou and Kalogridis (2010); Cheung et al. (2011);
Hajy Mahdizadeh et al. (2013); Mustafa (2017)

Hybrid Based Schemes

Diao et al. (2015); Hwang et al. (2011); Mustafa et al.
(2019); Ullah et al. (2017)

Identity and Attributes Based Schemes

Katti et al. (2013); Li et al. (2014); Saxena and Soh
(2003).

Ciphertext-Policy Attribute-Based Encryption
(CP-ABE)

Ma et al. (2014); Shelke and Kenny (2018).

These references delve into different approaches and techniques for privacy-preserving aggregation in

SG environments.
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4. Lightweight Scheme for Smart Grid

A. Privacy and Security

Based on the preceding the literature survey, it is
proposed to analyse a lightweight aggregation on
data approach that ensures both privacy and
confidentiality. The focus of this approach is on
forecasting power consumption demands for a
specific neighbourhood. Given that most attacks
tend to occur during data transmission across the
ICT subsystem, our approach aims to limit such
attacks by forecasting power consumption
demands and only establishing connections with
the CC when changes are necessary. Our goal is
to design a scheme that satisfies all privacy
objectives, is robust and lightweight. Additionally,
we aim to minimise both communication and
computational overheads.

NTRU, known for its quantum-resistant
encryption, can be adapted to enhance privacy in
SGs applications through several mechanisms:

o Data Confidentiality: NTRU encrypts data
to ensure only authorised users can access it,
and its quantum resistance safeguards against
future threats from quantum computing.

e Anonymity and Pseudonymity: NTRU
supports anonymous communication by using
pseudonyms, preventing user data from being
traced back to individuals.

e Data Integrity and Authenticity: NTRU can
generate digital signatures and provide
authenticated encryption, ensuring data is
both confidential and unaltered.

e Secure Multi-Party Computation (SMPC):
NTRU allows multiple parties to
collaboratively compute functions without
revealing private inputs, preserving user
privacy.

e Obfuscation Techniques: By integrating
with  homomorphic encryption, NTRU
enables operations on encrypted data without
decryption, protecting privacy during data
processing and aggregation in SGs.

Figure 5 illustrates the BANs scheme connect to
the CC via the accessible NAN. A specific
inhabited area, in SGs and has several BANs=
{BAN_ (1,) BAN_2, BAN_m}. The BANSs is not
link direct to the CC, instead via an accessible
NAN grid. The NAN simply transmits data to
BANSs and CCs.
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The BANSs are presumed to be non-computational
resources constrained. The BAN It interconnects
several HANs on the network,

HANs = {HANy HAN,,... HAN, }. (1)

A typical HAN represents a solo house and will
hence include various domestic electrical
appliances. A TA assigns IDs to each SM.

B. Model requirements and design objectives

To safeguard against potential threats from
attackers or adversaries, we must ensure the
privacy of end users' personal information.
Unauthorised access to customers' personal data,
energy consumption details, and usage trends
must be strictly prohibited. To further enhance
end users' privacy, the actual IDs will not be
disclosed to the CCs; this information will remain
confidential and only accessible to the BANs. The
integrity and confidentiality of messages are of
utmost importance. We must protect the
customer's energy usage details, trends, and
related billing information from any attempts of
malicious actions. Our priority is to ensure total
data integrity and to promptly detect any
suspicious activities in real-time. It is crucial to
ensure the availability and accessibility of all key
entities, especially the BAN servers, throughout
the system. By doing so, we will effectively shield
the system from potential denial-of-service (DoS)
attacks, ensuring continuous and uninterrupted
service.
1) Design Objectives
The proposed scheme aims to achieve the
following objectives:
e Minimise of computational loads.
e Reduction or complete avoidance of
communications overheads.
e Preservation of consumers' privacy.
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To achieve our objectives, we will use NTRU, for
ciphering and deciphering. The NTRU uses
lattice-based cryptography for session data
encryption and decryption. NTRU consists of two
algorithms,  namely = NTRUEncrypt and
NTRUSIgn (Zhang et al., 2019), and (So et al.,
2010).

NTRUEnRcrypt is primarily employed as a lattice-
based encryption algorithm for its public-key
cryptosystem. It is based on the shortest vector
problem in a lattice and mainly relies on the
assumed difficulty of factoring certain
polynomials in a truncated polynomial ring into a
guotient of two polynomials with very small
coefficients. By leveraging NTRU and its lattice-
based cryptographic techniques, our scheme aims
to achieve efficient computational processes,
minimal communications overhead, and utmost
privacy for consumers' data. The NTRU
cryptosystem can be presented as follows:

If n is a power of 2; and @ has n liner factors

®=rn+1,R=Z[x]/P, q(q =
1 mod 2n):

D = [licn @i = [licn(x — @) mod g
2
Ry :q%:z[r]q@ @)

where Rgf € Ry.

Referring to two equations 2 and 3, g is a prime
number.

2) Key generation
The key creation technique is as follows:

Forn,q € Z,p € R} , o € R.; if we sample the

value f' from a distinct Gaussian function Dzn 4,

0.5+¢

o> Poly(M*a™"" ¢4 any value of & > 0,

where
we have:

(sk,pk) UR X Ry 4)
A secret key can be produced as follows:

f=pxf+1 ®)

In the above equation (f mod ¢q) € R}, and
f =1 mod p. The secret value will range from
9 to Dzn 4, Subjectto (g mod q) € Ry.

We can then retrieve the secret key sk = f and
public key pk = h, where.

h=pg/f € R} (6)

3) Encryption
Having a message M, a sender S generates
dollar.

s,e ¥, ()

and ciphertext as:
C=hs+pe+MER, (8)

4) Decryption
Upon obtaining C the receiver R decode the data
using the private key f as follows:

C'=f.CeR, 9)
M =C"mod p (10)

The NTRUSign, also known as the NTRU
Signature Algorithm, is a digital signature system
that follows public-key cryptography principles. It
works by mapping a message to a random point in
a 2N-dimensional space, where N is one of the
parameters unique to NTRUSign. It then
addresses the closest vector problem in a lattice
similar to the one used in NTRUEncrypt.The
NTRUSign employs the Goldreish Goldwasser-
Halevi signature scheme.

In the NTRUSign scheme, we use the following
parameters:

N: Prime dimension.

g: Modulus.

d: Key size.

NB: Authentication bound perimeter.

By using these parameters, NTRUSign enables
secure digital signature  generation and
verification, providing an efficient and reliable
method for ensuring the authenticity and integrity
of messages. Also given two polynomials f, g
which are both invertible modulo g, such that
their coefficients d + 1 equal 1,d, —1 and the
remaining 0, we then have;

h=f"xg(mod q) (11)
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Compute polynomial (F, G) such that:

frxG—g*F=q (12)
5) Key Generation

For user i we choose a random polynomial r; €
R, such that:

i=f*1,9i=9*n (13)

F,=Fx*rt (14)

G =Gx*r? (15)
Ultimately the output is:

Sk; = (fi, 91, FiGy) (16)

6) Signing in Process

Upon S hashing a message M, to create a random
vector (m;, m,) (mod q), and substituting m,,
m,, in the following:

Gixmy —Fomy; =4;+q+*B;
(17)

—gi-my+ fixmy=a;+qxb
(18)

The signature on the message M is:
s; = fi * By + Fibj(mod  q) (19)
7) Signature Verification
The verifying entity V also hashes the received
message M to create (m,, m,) then calculates:
t; =s;*h(mod q) (20)

Subject to the following:

lIs; =mqll* + lIt; — ma |l < NB (21)

Proposed Scheme

There are two phases to this concept. The first step
is focused on initialisation, which ensures
connectivity amongst the various entities involved
in energy supply. The second phase involves
message exchanges within the scope of a BAN.

1) Phase 1

The key steps are as follows:

a) Key generation
The TA will encryption and signing in keys for
both CC and BAN as follows:

For the CC’s secret keyf,. We have;

Jee=P*fec+ 1, fec mOquRg
(22)
fee =1modp (23)

The TA also samples g.. from the function Dzn
such to satisfy:

gecmod q € R (24)
After which it calculates:
heebGee! fec € R()zc (25)

Thus h,. is the CC4 public key whereas f,. is the
private key.

Similarly, for the BAN gateway its keys are
computed as follows:

fram =P * fran + 1 (26)
Once again:
feemod q € Ry and frqn, = 1 mod p

The TA also samples g,,, from the function
Dzn , such to satisfy:

Ipanmod q € Rff (27)
After which it calculates:
hbanpgban/fban € R(}]C (28)

Thus hpgy, is the CCa public key whereas fq, iS
the private key.

b) Signing Keys
The TA a pair of polynomial f, g invertible
module q. They both satisfy d + 1 of their roots

equal 1, d roots equal —1 and the remainder
equal 0. The public key for all end users is
calculated according to:

h=f~"xg(modq) (29)
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It then computes (F, G), in which:

In order to generate the signing key for CC, it
selects .. € R, and setting:

fees = f *Teer Goes = g *Tec (31)
It further computes,

Foe = Fx1ect, Goe = Grret (32)
Thus the CC’s signing keys will be:

Skee = (feer eesi Fees Gee) (33)

Correspondingly, the signing key for the BAN
gateway is computed by first selecting 734, € Ry:

This is followed by:

foans = [ * Tbans Ibans = 9 * Than
(34)

and then,

Fpon = F * rb_alnv Gpan = G * rb_aln
(35)

Thus the BAN °g signing keys will be:

Skpan = (fvan> Ibans) Fran) Gpan) ~ (36)

2) Generation of IDs

Each SM is assigned an ID, ID4,1D,,...1D,. At
regular intervals corresponding pseudo-1Ds are
generated according to,

IDpew = h(IDg1q) (37)

where h is a hash function.

3) Electricity Demand Forecast
This is in line with the forecasting function g()
and for each HAN, the forecasted demand is;

x; = g(HAN;) (38)
Thus, for each cluster, the BAN aggregates the
forecasted demands as follows,
oXp) +E

x = 2(xq,Xq,... (39)

Where € denotes a backup. Note that the backup
is mainly derived from EVs;
Cey =XC1<i< NEV—expected
(40)

Thus, we have:
e=1%*Cgy (41)

subject to 0 < r < 1 a scaling factor.

Note that during the initialisation phase, the BAN

determines the ideal number of EVs necessary to
work as energy buffers based on:

min Ngy(m) (42)
Subject to:

e(m) <Y, Ci(m),i €

{1’ "t Ncurrent (m)} (43)

Ngy (m) < Neyrrene (M), Neyrrent (M)
€ {1,., Nmax}
m € {1,...,100} (44)

4) Power Consumption Agreement

It is important to note that x is regarded as the
aggregated demand per BAN by the CC. The CC
is not aware of each individual HAN requirements
in this regard. Instead, it deals with the collective
demand from the BAN without specific
knowledge of individual HAN demands.

5) The Agreement Request Message

This represents an agreement between the BAN
and the CC. The process begins with the BAN
sending an agreement request message, denoted
as m, to the CC. This request includes the
requested amount x in encrypted form, where x is
hashed to vyield a secure representation

(%1, %) (mod q).

Gpan * S1 — Fpan * S2 = Apanz +
quan3 (45)

—9bans * S1 + foans * S2 = Apanz + q *
bban3 (46)

Thus, the signature is:

S = Span3 = fpans * Bran3 + Fpan *
bpanz(mod q) (47)

This will yield S and sp4,3. Consequently the
BAN computes,
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ms = Sl|span3 l|Ts; ks (48)
After encrypting ms the BANsetsss, ¢ « ¥, and
also uses h.. to generate:

my = heeSs + pss + ms € Ry (49)

At the CC, f,. is used to decrypt my. ban3s is
also verified, so is the validity of the time stamp.

If needed, the BAN can adjust the requested
power using the following algorithm:

Table 2: BAN Algorithm
| 5 BAN Electricity Share Adjustment Procedure

2 x . The xed demand for BAN

3! ¥ : The current actual demand for BAN
4. z . The EV remaining capacity

5. B:B=|x-)|: Thedierence betweenxand y
6. If (x>y&p<:z) then;

y 4 B EVyunery

8. else if (x<yg”>z) then

9. B-z«CC

10. elseif (x<y & g >:z) then

11. $p—-z—>CC

12. end if

6) Protocol Evaluation

The scheme's analysis consists of two main parts:
an assessment of its security and an evaluation of
its performance.

D. Security Analysis

The proposed approach aims to protect end users'
privacy, associated data (especially billing), and
entities while also offering adequate guarantees of
confidentiality, integrity, availability,
authenticity, and responsibility. We shall now
compare these elements to the scheme's
capabilities.

1) Preservation of individual end-user privacy

The scheme takes extensive measures to maintain
privacy regarding an individual's private
information. This includes concealing the end
user's ID, location, and power consumption
patterns. Despite the possibility of the CC being a
target for attacks by adversaries, it does not
possess the end user's details in this scheme. Only

the BAN has access to this information.
Furthermore, the CC cannot derive precise
individual power consumption invoices because
the BAN provides such information in aggregated
form for all linked users. Furthermore, all
messages, including those from the BAN to the
CC, are encrypted, and only the CC has the
necessary decryption key. Messages sent from
HANSs to the BAN are also encrypted.

2) Guaranteed messages' confidentiality

The CC and BAN preserve confidentiality by
exchanging public keys. The same applies to
messages sent between HANs and BAN
gateways. The TA assigns IDs to SMs to prevent
MiTM attacks while also concealing the SMs' true
identity. Furthermore, the use of signing
signatures makes it harder to decrypt intercepted
messages, as only an authority with the
appropriate signatures may do so.

3) Integrity of exchanged messages:

To protect the integrity of communications
transferred between the CC and BANSs, they must
be hashed and signed using a private key. SMs
integrate energy consumption-related
communications with their individual 1Ds, hash
the resulting data, and send it to BANs. The BANs
can validate the details of the SMs because they
have the necessary information in their databases.
The database information is secure because the
stored data is encrypted using a private key known
only to the TA.

4) Authentication guarantees:

Public keys are used to authenticate entities such
as the CC and BAN. By encrypting, formulating,
and encrypting the messages, the entities
authenticate their messages.

5) Resource availability:

BAN gateways are protected against DoS attacks.
The number of connections to a given BAN is
strictly limited, and any unauthorised attempts
will be immediately detected.

6) Accountability

Individuals have the option to validate and verify
their bills at the local BAN, as it possesses the
necessary  information, including  prices.
Additionally, the expected volume of message
exchanges between customers and BANSs is
relatively low, making it challenging for
adversaries to intercept messages. The NTRU
cryptosystem offers an added safeguard against
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from
scheme

adversaries gaining any knowledge
intercepted data. In essence, the
effectively upholds customer privacy.

E. Performance Evaluation

The scheme's effectiveness is assessed in the
following subsections.

1) Communication overheads:

When creating protocols and schemes that involve
communication, it is critical to consider the levels
of communication overhead. Communication
overhead is defined as the extra data bits in
headers, message trailer flags, and other elements
that aid in addressing flow control, error
correction, and receiver-side delineation. In the
proposed protocol design, relatively few messages
are transmitted between the various parties. This
is due in part to message aggregation before being
delivered as multi-party communications, as well
as BANSs' lack of active participation during the
initialisation phase.

However, during the negotiation of the power-
share agreement, only two messages are
exchanged by both the CC and BAN. In the
second phase, HANSs only send demand messages
if there is a sudden change in demand or power
tariffs.

Figure 6 illustrates the communication overheads,
including a comparison with traditional
approaches, for different numbers of connections
per BAN. The proposed scheme demonstrates a
reduction in the number of exchanged messages

and, consequently, communication overhead
compared to traditional approaches.
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Figure 6: Comparisons of communication
overheads (c) Proposed (b) Traditional

To further investigate the communication
overhead loads, we explore different scenarios

with varying numbers of demand messages in the

following five cases:

e Case I: In this scenario, some of the HANs
send one power demand message over a 24-
hour period, while the rest do not send any
requests at all.

e Case Il: Each HAN sends one power demand
message per 24-hour period.

e Case Ill: In this case, some HANSs send two
power demand messages each, some send one
message, and the others do not send any
messages over a 24-hour period.

e Case IV: Each HAN sends two power
demand messages per 24-hour period.

e Case V: Each HAN sends three power
demand messages per day.

Figure 7 illustrates the fluctuations in
communication overhead within the proposed
system, accounting for the five previously
described scenarios. The data represents the
number of messages exchanged among
approximately 350 domain clusters, with each
cluster comprising 120 HANSs.
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Figure 7: Communication overhead considering
for various scenario cases

1) Computational complexity:

In simpler terms, computational overhead
represents the extra burden or cost imposed on the
system's resources to execute the intended
functions and meet the targeted goals of the
scheme effectively. Managing and minimising
this overhead is crucial for optimising the
scheme's performance and ensuring its overall
effectiveness. In this scenario, the computational
times for four essential operations are taken into
consideration: signing (Tg), verification (Ty),
encryption (Tg), and decryption (Tp).
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During the initialisation phase, both the CC and
the BAN perform a single ciphering operation and
a single decryption. Additionally, they execute a
one-time signing and verification process. This
equates to a computational time of:

C1:2X[TE+TD+T5+Tv] (50)

In the upcoming phase (Phase Il), a HAN is
expected to engage in message exchanges to
request additional power allocations. During this
process, the HAN will perform a single encryption
operation on the request message, which will
subsequently be decrypted by the associated entity
on the receiving end. This equates to T + T per
data message. The likely that tariffs might change
and hence necessitates communication between
CC and BAN, thus the computation time is
2x T + T,

If the number of HAN's is m, the total calculation
time becomes,
m(Tg + Tp) + (2Ts + (m + 1)T)
(51)

In the next phase, i.e., billing, the message is sent
to CC from BAN this requiring one encryption,
one decryption, one sign and one authentication
process.

Using the method by (Line, M. B, et al., 2011).
Cproposed =90 X [TE +Tp+Ts + TV]
(52)

Ctraditioar = 810 X [TE +Tp+Ts+
Ty] (53)
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Figure 8: Computation overhead: Traditional vs.
proposed scheme

Figure 8 illustrates the aggregate computational
times of our proposed scheme. The graph shows
that as of the number of HANSs increases that
results in increases in computational time.

However, when compared to alternative
approaches, the increase in computational time for
our proposed scheme is significantly lower. This
demonstrates that our scheme can execute
quickly, even with limited computational
resources, and it falls within the expected time
frame for a fully-fledged SG network. Next, we
analyse a worst-case scenario in which every
entity in a cluster domain sends the maximum
possible number of power demand messages. The
computational times for this worst-case scenario
are shown in Figure 9.
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Figure 9: Computational times: Traditional vs.
proposed

Once more, we compare the total computational
times of the proposed scheme with those of
traditional approach schemes. The proposed
scheme significantly reduces computational
overhead, resulting in much lower computational
times compared to the traditional approaches.
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Figure 10: Computation Overheads Comparisons

There are five case scenarios (Case I, Case II,
Case Ill, Case IV, and Case VI) that involve
different numbers of power demand messages
being sent by different entities over a 24-hour
period. The scenarios are as follows:
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e Case |: Some entities transmit a single power
demand message throughout a 24-hour
period, whereas others do not send any et al.

e Case II: Each entity sends a single power
demand notification every 24 hours.

e In Case Ill, some entities send two power
demand signals, others send one, while some
do not transmit any over the 24-hour period.

e Case IV: Each entity sends a few power de-
mand messages every 24 hours.

e In Case VI, each HAN transmits as many
power demand alerts as possible within 24

hours.
Despite  this increase in  computational
complexity, the proposed scheme guarantees
privacy, while it simultaneously minimises
computational and communication overhead
levels.

1. Comparison of NTRU and Other Security
Schemes and Analysis in Smart Grid
Applications

In the context of Smart Grid applications, the

selection of a suitable cryptographic scheme is

crucial for ensuring secure, efficient, and scalable
operations. Below is a comparison of NTRU (Nth

Degree Truncated Polynomial Ring) with other

common security schemes used in SGs, such as

RSA (Rivest-Shamir-Adelman), ECC (Elliptic

Curve Cryptography), and AES (Advanced

Encryption Standard).

1. NTRU (Nth Degree Truncated Polynomial
Ring)

e Security:

NTRU is based on the hardness of lattice
problems, making it resistant to both classical and
guantum attacks. This gives it a long-term
advantage, particularly as quantum computing
becomes more feasible. Unlike RSA and ECC,
which are vulnerable to quantum attacks, NTRU
is considered secure against quantum adversaries.

e Performance:
NTRU offers efficient encryption and decryption
operations with relatively low computational
overhead, making it suitable for real-time Smart
Grid applications.

NTRU typically has larger key sizes compared to
ECC but smaller than RSA. However, it
compensates for this with faster operations.

o Scalability:

NTRU is lightweight enough to be implemented
in resource-constrained devices like SMs and
sensors, which are common in SGs.

2. RSA (Rivest-Shamir-Adleman)

e Security:

RSA’s security is based on the difficulty of
factoring large integers, a problem that is solvable
in polynomial time by quantum computers using
Shor’s algorithm, making RSA wvulnerable to
future quantum attacks.

e Performance:
RSA requires more computational power and time,
especially for key generation and
encryption/decryption processes, which can be a
bottleneck in SGs.

RSA keys are significantly larger than those of
ECC and NTRU, leading to higher storage and
transmission costs.

o Scalability:

Due to its heavy computational requirements,
RSA is less suitable for deployment in resource-
constrained environments typical of SGs.

3. ECC (Elliptic Curve Cryptography)

e Security:

ECC offers strong security with much smaller key
sizes compared to RSA, making it more efficient.
However, it is still vulnerable to quantum attacks,
though less so than RSA.

e Performance:
ECC provides high security with smaller key sizes,
which results in faster computations and lower
power consumption compared to RSA. This
efficiency makes ECC suitable for many Smart
Grid applications.

ECC keys are much smaller than those required
for equivalent security levels in RSA, making it
ideal for environments where bandwidth and
storage are limited.

e Scalability:

ECC’s efficiency and lower resource demands
make it highly scalable and suitable for a wide
range of devices within SGs.

4. AES (Advanced Encryption Standard)

e Security:

AES is a symmetric encryption algorithm,
meaning the same key is used for both encryption
and decryption. Itis highly secure and efficient for
bulk data encryption.
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e Performance:

AES is very fast and efficient, making it ideal for
real-time applications in SGs. However, it
requires secure key management, which can be
challenging in distributed systems.

o Scalability:

While AES is efficient, managing keys securely in
a distributed Smart Grid environment can be
complex, particularly because it requires a
different key management system compared to
public-key schemes like NTRU, RSA, or ECC.

7. Conclusion

The privacy and security issues in SGs, along with
secure time synchronisation, were investigated,
highlighting various attack scenarios that can
compromise the privacy and security of end users.
Ensuring privacy in SGs and maintaining time
synchronisation protocols are critical
requirements. Based on a literature survey, a
lightweight data aggregation scheme is proposed.
This scheme focuses on forecasting power
consumption demands for specific
neighbourhoods and aims to mitigate attacks
occurring during data transmission across the ICT
subsystem. The scheme ensures privacy and
confidentiality, aiming to satisfy all privacy
objectives while being robust and lightweight.
Additionally, it strives to minimise both
communication and computational overheads.
Ensuring secure time synchronisation enhances
the robustness of this protocol, as some
adversaries exploit time synchronisation to inject
malware. Securing time synchronisation inhibits
and protects against data spoofing and
cryptanalysis. Simulations have demonstrated the
effectiveness of the proposed protocol. NTRU is
more efficient and offers post-quantum security,
making it a better choice for future-proofing SGs
against quantum threats. RSA, while widely used,
is less suitable due to its computational demands
and vulnerability to quantum attacks. Both NTRU
and ECC are efficient and scalable, but NTRU has
the advantage of being quantum-resistant. ECC,
with its smaller key sizes, remains very efficient
and is currently more widely adopted, but its
future security is a concern in the quantum era.
While AES is extremely efficient for symmetric
encryption, NTRU provides a public-key option
with quantum resistance. AES is often used in
combination with public-key schemes like NTRU
for secure key exchange followed by symmetric
encryption.
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